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Measures against vulnerabilities related to TCP/IP

Abstract : As information and communication technology advances, the
information held by individuals, companies, and countries is rapidly becoming
digitalized, and the targets of cyberattacks are increasing. In addition, the
methods of cyberattacks are becoming increasingly sophisticated, and
sophisticated cyberattacks that cannot be handled by corporate information
security personnel are emerging, creating a need for engineers with a higher
level of knowledge and network skills.

In this paper, we explain the mechanism of vulnerabilities related to TCP/IP
communication such as LAND Attack and Smurf Attack in embedded devices that
the author has experienced in project development in the past, and consider
and develop their effects and countermeasures. The aim is to raise the level
of security awareness and network skills of employees
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